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Prerequisites: Programming for problem solving and Data Structures

Course Objectives:
· Introduces the notations for analysis of the performance of algorithms.
· Describes major algorithmic techniques (divide-and-conquer, backtracking, dynamic programming,greedy,branchandboundmethods)andmentionproblemsforwhicheach technique is appropriate;
· Describes how toevaluate and compare different algorithms using worst, average, and best- case analysis.
· Explains the difference between tractable and intractable problems, and introduces the problems that are P, NP and NP complete.

Course Outcomes:
1. Analyze the performance of algorithms
1. Chooseappropriatedatastructuresandalgorithmdesignmethodsforaspecifiedapplication
1. Understand the choice of data structures and the algorithm design methods
UNIT-I
Introduction: Algorithm, Performance Analysis-Spacecomplexity,Timecomplexity ,Asymptotic Notations- Big oh notation, Omega notation, Theta notation and Little oh notation.
Divide and conquer: General method,applications-Binarysearch, Quicksort,Mergesort,Strassen’s matrix multiplication.
UNIT- II
Disjoint Sets: Disjoint set operations, union and find algorithms, Priority Queue- Heaps, Heapsort Backtracking:Generalmethod,applications,n-queen’sproblem,sumofsubsetsproblem,graph Coloring, Hamiltonian cycles.
UNIT- III
DynamicProgramming:Generalmethod,applications-Optimalbinarysearchtree,0/1knapsack problem, All pairs shortest path problem, Traveling sales person problem, Reliability design.
UNIT-IV
Greedy method: General method, applications- Job sequencing with deadlines, knapsack problem, Minimum cost spanning trees, Single source shortest path problem.
BasicTraversalandSearchTechniques:TechniquesforBinaryTrees,TechniquesforGraphs, Connected components, Biconnected components.
UNIT-V
Branch and Bound: General method, applications - Travelling sales person problem, 0/1 knapsack problem - LC Branch and Bound solution, FIFO Branch and Bound solution.
NP-Hard and NP-Complete problems: Basic concepts, non-deterministic algorithms, NP- Hard and NP-Complete classes, Cook’s theorem.

TEXTBOOK:
1. Fundamentals of Compute rAlgorithms, EllisHorowitz, SatrajSahni and Rajasekaran, University Press.


REFERENCEBOOKS:
1. DesignandAnalysisofalgorithms,Aho,UllmanandHopcroft,Pearsoneducation.
1. Introductionto Algorithms,secondedition,T.H.Cormen,C.E.Leiser son,R. L.Rivest,andC. Stein, PHI Pvt. Ltd./ Pearson Education.
1. Algorithm Design: Foundations, Analysis and Internet Examples, M.T. Goodrich and R. Tamassia, John Wiley and sons.
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 Prerequisites
1. Knowledge of computer hardware, operating systems, applications and networking is required.

Course Objectives:
· Know about role of digital devices in cyber crime investigation
· Learn about cyber crime investigation process and methodologies
· An introduction to the methodology and procedures associated with digital forensic analysis in a network environment.

Course Outcomes:
· To obtain and analyze digital information for possible use as evidence in civil, criminal or administrative cases.
· To learn about the importance of digital forensic principles and procedures
· To know legal considerations and digital evidence controls
· To learn about digital forensic tools

     UNIT – I
Foundations of Digital Forensics: Digital Evidence, Principles of Digital Forensics, Challenging aspects of Digital Evidence, The Role of computers in crime, Cyber Crime Law.

     UNIT – II
Digital Investigations: Digital Investigation process models, Applying Scientific method in Digital Investigations, Handling a digital Crime scene: Fundamental Principles, Surveying and Preserving Digital Investigation.

      UNIT - III
Violent Crime and Digital Investigation: The role of Computers in violent crime, Processing Digital crime scene, Investigative Reconstruction, Digital Evidence as Alibi.

      UNIT - IV
Cyber stalking, Computer basics for Digital Forensics, Applying Forensics science to computers, Digital Evidence on windows systems, Digital Evidence on Unix systems.


      UNIT - V
Network Forensics: Networks basics for Digital Investigators, Applying Forensics science to networks, Digital Evidence on physical and data link layers, Digital Evidence on Network and Transport layers.

     TEXT BOOK:
1. Digital Evidence and computer Crime by Eoghan Casey Academic Press Third Edition.

    REFERENCE BOOKS:
1. Real Digital Forensics for Handheld Devices, E. P. Dorothy, Auerback Publications, 2013.
2. The Basics of Digital Forensics: The Primer for Getting Started in Digital Forensics,
3. J. Sammons, Syngress Publishing, 2012.
4. Handbook of Digital Forensics and Investigation, E. Casey, Academic Press, 2010.















[image: C:\Users\admin\AppData\Local\Temp\ksohtml9036\wps2.png]
	L
	T
	P
	C

	3
	0
	0
	3



R23B.Tech. CSE (CS) Syllabus      							AVNIET

CS401: CRYPTOGRAPHY AND NETWORK SECURITY

B. Tech. III Year, I Sem.                                                                      
Course Objectives:
· 	Explain the importance and application of each of confidentiality, integrity,      authentication and availability
· Understand various cryptographic algorithms.
· Understand the basic categories of threats to computers and networks
· Describe public-key cryptosystem.
· Describe the enhancements made to IPv4 by IPSec
· Understand Intrusions and intrusion detection

Course Outcomes:
· Student will be able to understand basic cryptographic algorithms, message and web authentication and security issues.
· Ability to identify information system requirements for both of them such as 
client and server.
· Ability to understand the current legal issues towards information security.

UNIT - I
Security Concepts: Introduction, The need for security, Security approaches, Principles of security, Types of Security attacks, Security services, Security Mechanisms, A model for Network Security 
Cryptography Concepts and Techniques: Introduction, plain text and cipher text, substitution techniques, transposition techniques, encryption and decryption, symmetric and asymmetric key cryptography, steganography, possible types of attacks.

UNIT - II
Symmetric key Ciphers: Block Cipher principles,DES,AES,RC5,Block cipher operation, Stream ciphers,RC4.
Asymmetric key Ciphers: Principles of public key cryptosystems, RSA algorithm, Elgamal Cryptography, Diffie-Hellman Key Exchange.

UNIT - III
Cryptographic Hash Functions: Message Authentication, Secure Hash Algorithm (SHA-512), Message authentication codes: Authentication requirements, HMAC, CMAC, Digital signatures
Key Management and Distribution: Symmetric Key Distribution Using Symmetric & Asymmetric Encryption, Distribution of Public Keys, Kerberos, X.509 Authentication Service, Public – Key Infrastructure

UNIT - IV
Transport-level Security: Web security considerations, Secure Socket Layer and Transport Layer Security, HTTPS, Secure Shell (SSH)
Wireless Network Security: Wireless Security, Mobile Device Security, IEEE 802.11 Wireless LAN.

UNIT - V
E-Mail Security: Pretty Good Privacy, S/MIME IP Security: IP Security overview, IP Security architecture, Authentication Header, Encapsulating security payload, Combining security associations, Internet Key Exchange
Case Studies on Cryptography and security: Secure Multiparty Calculation, Virtual Elections, Single sign On, Secure Inter-branch Payment Transactions.
      TEXT BOOKS:
1. Cryptography and Network Security - Principles and Practice: William Stallings, Pearson Education, 6th Edition
2. Cryptography and Network Security: Atul Kahate, Mc Graw Hill, 3rd Edition

      REFERENCE BOOKS:
1. Cryptography and Network Security: C K Shyamala, N Harini, Dr T R Padmanabhan, Wiley India, 1st Edition.
2. Cryptography and Network Security: Forouzan Mukhopadhyay, Mc Graw Hill, 
      3rd Edition
3. Information Security, Principles, and Practice: Mark Stamp, Wiley India.
4. Principles of Computer Security: WM. Arthur Conklin, Greg White, TMH
5. Introduction to Network Security: Neal Krawetz, CENGAGE Learning
6. Network Security and Cryptography: Bernard Menezes, CENGAGE Learning
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      B. Tech. III Year I Sem.     	
     
      Prerequisites:
A course on “Cryptography and network security”
      Course Objectives:
• Lossless and Lossy compression techniques for different types of data
• To understand data encryption techniques
• Network security and ethical hacking 
      Course Outcomes:
0. [bookmark: _GoBack]Implement text, audio and video compression techniques.
0. Understand symmetric and asymmetric key cryptography
0. Understand network security and ethical hacking
UNIT-I
Compression Techniques: Loss less compression, Lossy compression, measure
of performance, modeling and coding, different types of models, and coding
Techniques
Text Compression: Minimum variance Huffman coding, extended Huffman
coding, Adaptive Huffman coding. Arithmetic coding, Dictionary coding
techniques
UNIT- II
Audio Compression 
High quality digital audio, frequency and temporal masking, lossy sound
compression, μ-law and A-law companding, and MP3 audio standard
Image and Video Compression 
 	PCM, DPCM JPEG, JPEG –LS , and JPEG 2000 standards
UNIT- III
Data Security 
Security goals, cryptography, stenography cryptographic attacks, services and
mechanics. Integer arithmetic, modular arithmetic, and linear congruence
UNIT-IV
Number Theory and Asymmetric Key Cryptography :Primes, factorization, Fermat’s little theorem, Euler’s theorem, and extended Euclidean algorithm , RSA, attacks on RSA, Diffie Hellman key exchange , key management, and basics of elliptical curve cryptography
UNIT-V
System Security : Malware, Intruders, Intrusion detection system, firewall design, antivirus  techniques, digital Immune systems, biometric authentication, and ethical hacking.
Recommended Books:
1. Khalid Sayood, ― Introduction to Data Compression‖ ,Morgan Kaufmann, 2000
2. David Saloman, ―Data Compression: The complete reference‖ , Springer publication
3. Behrous Forouzen, ―Cryptography and Network Security‖, Tata Mc Graw –Hill
Education 2011
4. Berard Menezes, ―Network Security and Cryptography‖, learning publication
Cengage
5. William Stallings, ―Cryptography and Network Security‖, Pearson Education Asia
Publication, 5th edition
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B. Tech. III Year, I Sem.                                                                      
Course Objectives:
· To learn the distinction between optimal reasoning Vs. human like reasoning
· To understand the concepts of state space representation, exhaustive search, heuristic search together with the time and space complexities.
· To learn different knowledge representation techniques.
· To understand the applications of AI, namely game playing, theorem proving, and machine learning
Course outcomes:
· Ability to formulate an efficient problem space for a problem expressed in natural language.
· Select a search algorithm for a problem and estimate its time and space complexities.
· Possess the skill for representing knowledge using the appropriate technique for a given problem.
· Possess the ability to apply AI techniques to solve problems of game playing, and machine learning.
UNIT - I 
Problem Solving by Search-I: Introduction to AI, Intelligent Agents Problem Solving by Search –II: Problem-Solving Agents, Searching for Solutions, Uninformed Search Strategies: Breadth-first search, Uniform cost search, Depth-first search, Iterative deepening Depth-first search, Bidirectional search, Informed (Heuristic) Search Strategies: Greedy best-first search, A* search, Heuristic Functions, Beyond Classical Search: Hill-climbing search, Simulated annealing search, Local Search in Continuous Spaces, Searching with Non-Deterministic Actions, Searching with Partial Observations, Online Search Agents and Unknown Environment .
UNIT - II
Problem Solving by Search-II and Propositional Logic Adversarial Search: 
Games, Optimal Decisions in Games, Alpha–Beta Pruning, Imperfect Real-Time            Decisions.Constraint Satisfaction Problems: Defining Constraint Satisfaction Problems, Constraint Propagation, Backtracking Search for CSPs, Local Search for CSPs, The Structure of Problems. Propositional Logic: Knowledge-Based Agents, The Wumpus World, Logic, Propositional Logic, Propositional Theorem Proving: Inference and proofs, Proof by resolution, Horn clauses and definite clauses, Forward and backward chaining, Effective Propositional Model Checking, Agents Based on Propositional Logic.
UNIT - III Logic and Knowledge Representation First-Order Logic: 
Representation, Syntax and Semantics of First-Order Logic, Knowledge  Engineering in First-Order Logic. Inference in First-Order Logic: Propositional vs. First-Order Inference, Unification and Lifting, Forward Chaining, Backward Chaining, Resolution. Knowledge Representation: Ontological Engineering, Categories and Objects, Events. Mental Events and Mental Objects, Reasoning Systems for Categories, Reasoning with Default Information.
UNIT - IV Planning Classical Planning: 
Definition of Classical Planning, Algorithms for Planning with State-Space Search, Planning Graphs, other Classical Planning Approaches, Analysis of Planning approaches. Planning and Acting in the Real World: Time, Schedules, and Resources, Hierarchical Planning, Planning and Acting in Nondeterministic Domains, Multi agent planning.
UNIT - V Uncertain knowledge and Learning Uncertainty:
Acting under Uncertainty, Basic Probability Notation, Inference Using Full Joint Distributions, Independence, Bayes’ Rule and Its Use, Relational and First-Order Probability, Other Approaches to Uncertain Reasoning; Dempster-Shafer theory. Learning: Forms of Learning, Supervised Learning, Learning Decision Trees. Knowledge in Learning: Logical Formulation of Learning, Knowledge in Learning, Explanation-Based Learning.
TEXT BOOK:
1. Artificial Intelligence A Modern Approach, Third Edition, Stuart Russell and Peter Norvig,
Pearson Education.
REFERENCE BOOKS:
1. Artificial Intelligence, 3rd Edn, E. Rich and K. Knight (TMH)
2. Artificial Intelligence, 3rd Edn., Patrick Henny Winston, Pearson Education.
3. Artificial Intelligence, Shivani Goel, Pearson Education.
4. Artificial Intelligence and Expert systems – Patterson, Pearson Education
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Course Objectives:
· Gain an understanding of the evolution and jurisprudence of cyber law in India, including the IT Act 2000.
· Learn about digital signatures, e-governance, and the illegal implications under  the
IT Act.
· Understand the legal framework for electronic contracts, their formation ,and international perspectives.
· Explore taxation issues in cyberspace, cybercrimes, electronic evidence, and their adjudication under the IT Act.

Course Outcomes:
· Learn evolution and key aspects of Indian cyber law, including recent amendments.
· Gainknowledgeaboutthelegalitiesofdigitalsignaturesandtheroleofe-governanceintheIT Act.
· Develop an understanding of the legalities involved in electronic contracts and international conventions.
· Adapt in understanding and analyzing cybercrime, electronic evidence, and intellectual property rights in the context of IT.
UNIT-I
Introduction: History of Internet and World Wide Web, Need for cyber law, Cybercrime on the rise, Important terms related to cyber law.
Cyber law in India: Need for cyber law in India, History of cyber law in India.
Information Technology Act, 2000: Overview of other laws amended by the IT Act, 2000, National Policy on Information Technology 2012.
UNIT- II
Overview of the Information Technology Act, 2000: Applicability o the Act, Important provisions of the Act: Digital signature and electronic signature, Digital Signature under the IT Act,2000,E- Governance Attribution, Acknowledgemen tand Dispatch of Electronic Records,Certifying Authorities, Electronic Signature Certificates, Duties of Subscribers, Penalties and Offences, Intermediaries.

UNIT- III
Overview of rules issued under The IT Act, 2000, Electronic Commerce, Electronic Contracts, Cyber Crimes, Cyber Frauds.

UNIT-IV
Regulatory Authorities: Department of Electronics and Information Technology, Controller of Certifying Authorities (CCA),Cyber Appellate Tribunal, Indian Computer Emergency Response Team (ICERT), Cloud Computing, Case Laws.

UNIT-V
Introduction to Cybercrime and precede ret report Cybercrime: procedure to report cybercrime, some basic rules for safe operations of the computer and internet, the criminal law (amendment) act, 2013: legislative remedies for online harassment and cyber stalking in India.

TEXTBOOK:
1. Textbookon“CyberLaw”,second edition,PavanDuggal,UniversalLawPublishing.
1. Textbookon“IndianCyberlawonCybercrimes”,PavanDuggal,

REFERENCEBOOKS:
1. DebbyRussellandSr.G.TGangemi,"ComputerSecurityBasics(Paperback)”,2ndEdition,O’ Reilly Media, 2006.
1. Thomas	R.		Peltier,	“Information	Security	policies	and	procedures:	A Practitioner’s	Reference”, 2nd Edition Prentice Hall, 2004.
1. Kenneth J. Knapp, “CyberSecurity and Global Information Assurance: Threat Analysis and Response Solutions”, IGI Global, 2009.
1. ThomasRPeltier,JustinPeltierandJohnBlackley,”InformationSecurityFundamentals”,2nd Edition, Prentice Hall, 1996.
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Course Objectives:
· To introduce the malware taxonomy and malware analysis tools.
· To identify and analyze malware samples using static, dynamic analysis, and reverse engineering techniques.
· To detect and analyze malicious documents and mobile malware.

Course Outcomes:
The student shall be able to:
· Possess the skills to carry out static and dynamic malware analysis on various malware samples.
· Understand the executable formats, Windows internals, and APIs.
· Apply techniques and concepts to unpack, extract, and decrypt malware.
· Comprehend reverse-engineering of malware and anti-malware analysis techniques.
· Achieve proficiency with industry-standard malware analysis tools.
Unit-I
Malware taxonomy - Malware analysis techniques – Packed and Obfuscated Malware -Portable Executable File Format: Headers and Sections, Malware Analysis in Virtual Machines - Malware Analysis Tools: ProcMon/ ProcExplore, BinText, FileAlyzer, OllyDbg, etc.
Unit-II
Static Analysis:File signature analysis and Identifying file dependencies -Database of file hashes. String analysis - Local and online malware sandboxing - Levels of Abstraction - x86 Architecture -x86/x86_64 Assembly - Static Analysis Tools: PeiD, Dependency Walker, Resource Hacker.
Unit-III
Dynamic Analysis: Source level vs. Assembly level Debuggers - Kernel vs. User-Mode Debugging –Exceptions - Modifying Execution with a Debugger - Modifying Program Execution in Practice - DLL analysis - Dynamic Analysis Tools: Virustotal, Malware Sandbox, Windows Sysinternals

Unit-IV
Reverse Engineering: Reverse engineering malicious code - Identifying malware passwords – Bypassing authentication -Advanced malware analysis: Virus, Trojan and APK Analysis – Reverse Engineering Tools: IDA Pro and OLLYDBG.
Unit-V
Malicious Document Analysis: PDF and Microsoft Office document structures – Identify PDF and office document vulnerabilities - Analysis of suspicious websites - Examining malicious documents: word, XL, PDF, and RTF files - Malware extraction and analysis tools.

TEXT BOOKS:
1. Abhijit Mohanta, Anoop Saldanha, Malware Analysis and Detection Engineering a Comprehensive Approach to Detect and Analyze Modern Malware, 2020, 1st edition, Apress (ISBN 978-1-4842-6192-7), United States.
2. M. Sikorski and A. Honig, Practical Malware Analysis: The Hands-on Guide to Dissecting Malicious Software. 2012, 1st edition, No Starch Press San Francisco, CA. (ISBN No.: 9781593272906), United States
REFERENCE BOOKS:
1. Monnappa K A, Learning Malware Analysis- Explore the concepts, tools, and techniques to analyze and investigate Windows malware, 2018, 1st edition, Packet Publishing, (ISBN 978-1-78839-250-1), United Kingdom.
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Course Objectives
· To introduce the fundamental concepts of formal languages, grammars and automata theory .
· To understand deterministic and non deterministic machines and the differences between decidability and undesirability.
· Introduce the major concepts of language translation and compiler design and impart the knowledge of practical skills necessary for constructing a compiler.
· Topicsincludephasesofcompiler,parsing,syntaxdirectedtranslation,typecheckinguseof symbol tables, intermediate code generation
Course Outcomes:
· Able to employ finite state machines for modeling and solving computing problems.
· Able to design context free grammars for formal languages.
· Able to distinguish between decidability and undecidability.
· Demonstratetheknowledgeofpatterns,tokens&regularexpressionsforlexicalanalysis.
· Acquire skills in using lex tool and design LR parsers
UNIT-I
Introduction to Finite Automata: Structural Representations, Automata and Complexity, the Central Concepts of Automata Theory–Alphabets, Strings, Languages, Problems.
Non deterministic Finite Automata: Formal Definition, an application, Text Search, Finite Automata with Epsilon-Transitions.
Deterministic Finite Automata: Definition of DFA, How A DFA Process Strings, The language of DFA, Conversion of NFA with €-transitions to NFA without €-transitions. Conversion of NFA to DFA
UNIT- II
Regular Expressions: Finite Automata and Regular Expressions, Applications of Regular Expressions, Algebraic Laws for Regular Expressions, Conversion of Finite Automata to Regular Expressions.
Pumping Lemma for Regular Languages:
Statement of the pumping lemma, Applications of the Pumping Lemma.
Context-Free Grammars: Definition of Context-Free Grammars, Derivations Using a Grammar, Leftmost and Rightmost Derivations, the Language of a Grammar, Parse Trees, Ambiguity in Grammars and Languages.
UNIT- III
PushDownAutomata: DefinitionofthePushdownAutomaton,theLanguagesofaPDA,Equivalence of PDA's and CFG's, Acceptance by final state
Turing  Machines:
Introduction to Turing Machine, Formal Description, Instantaneous description, The language of a Turing machine
Un decidability:
Undecidability, A Language that is Not Recursively Enumerable, An Undecidable Problem That is RE, Undecidable Problems about Turing Machines
UNIT-IV
Introduction:Thestructureofacompiler
Lexical Analysis: The Role of the Lexical Analyzer, Input Buffering, Recognition of Tokens, TheLexical- Analyzer Generator Lex
Syntax Analysis: Introduction, Context-Free Grammars, Writing a Grammar, Top-Down Parsing, Bottom- Up Parsing, Introduction to LR Parsing: Simple LR, More Powerful LR Parsers
UNIT-V
Syntax-Directed Translation: Syntax-DirectedDefinitions,Evaluation OrdersforSDD's, Syntax- Directed Translation Schemes, Implementing L-Attributed SDD's.
Intermediate-CodeGeneration:VariantsofSyntaxTrees,Three-AddressCode
Run-TimeEnvironments: Stack Allocation of Space, Access toNonlocalDataonthe Stack, Heap Management
TEXTBOOKS:
1. IntroductiontoAutomataTheory,Languages,andComputation,3rdEdition,JohnE. Hopcroft, Rajeev Motwani, Jeffrey D. Ullman, Pearson Education.
1. Theory of Computer Science- Automata languages	and	computation,	Mishra	and Chandrashekaran, 2nd Edition, PHI.
REFERENCEBOOKS:
1. Compilers:Principles,TechniquesandTools,AlfredV.Aho,MonicaS.Lam,RaviSethi,Jeffry
D.Ullman,2nd   Edition,Pearson.
1. IntroductiontoFormallanguagesAutomataTheoryandComputation,KamalaKrithivasan, Rama R, Pearson.
1. IntroductiontoLanguagesandTheTheoryofComputation,JohnCMartin,TMH.
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B. Tech.  III Year, I Sem.		
Course Objectives:
· Learns to Implement Flutter Widgets and layouts
· Understands Responsive UI Design and with Navigation in Flutter.
· Knowledge on Widges and customize widgets for specific UI elements, Themes
· Understand to include animation a part from fetching data.
[bookmark: Course_Outcomes:_(3)]Course Outcomes:
· Implements Flutter Widgets and Layouts.
· Responsive UI Design and with Navigation in Flutter.
· Create custom widgets for specific UI elements and also Apply styling using themes and custom styles.
· Design a form with various input fields, along with validation and error handling.
· Fetches data and write code for unit Test for UI components and also animation.

[bookmark: List_of_Experiments:_Students_need_to_im]List of Experiments: Students need to implement the following experiments

1. [bookmark: 1._a)_Install_Flutter_and_Dart_SDK.]a) Install Flutter and Dart SDK.
b) [bookmark: b)_Write_a_simple_Dart_program_to_unders]Write a simple Dart program to understand the language basics.

2. [bookmark: 2._a)_Explore_various_Flutter_widgets_(T]a) Explore various Flutter widgets(Text, Image, Container, etc.).
[bookmark: b)_Implement_different_layout_structures]   b) Implement different layout structures using Row, Column, and Stack widgets.

3. [bookmark: 3._a)_Design_a_responsive_UI_that_adapts]a) Design a responsive UI that adapts to different screen sizes.
[bookmark: b)_Implement_media_queries_and_breakpoin]    b) Implement media queries and break points for responsiveness.

4. [bookmark: 4._a)_Set_up_navigation_between_differen]a) Set up navigation between different screens using Navigator.
    b) Implement navigation with named routes.

5. [bookmark: 5._a)_Learn_about_stateful_and_stateless]a) Learn about state ful and state less widgets.
[bookmark: b)_Implement_state_management_using_set_]   b) Implement state management using set State and Provider.


6. [bookmark: 6._a)_Create_custom_widgets_for_specific]a) Create custom widgets for specific UI elements.
            b)  Apply styling using themes and custom styles.


7. [bookmark: 7._a)_Design_a_form_with_various_input_f]a) Design a form with various input fields.
[bookmark: b)_Implement_form_validation_and_error_h]     b) Implement form validation and error handling.

8. [bookmark: 8._a)_Add_animations_to_UI_elements_usin]a) Add animations to UI elements using Flutter's animation framework.
[bookmark: b)_Experiment_with_different_types_of_an]    b)Experiment with different types of animations(fade,slide, etc.).
9. [bookmark: 9._a)_Fetch_data_from_a_REST_API.]a) Fetch DATA FROM a RESTAPI.
[bookmark: b)_Display_the_fetched_data_in_a_meaning]    b)Display the fetched data in a meaningful way in the UI.
10. [bookmark: 10._a)_Write_unit_tests_for_UI_component]a)Write unit tests for UI components.
[bookmark: b)_Use_Flutter's_debugging_tools_to_iden]      b) Use Flutter's debugging tools to identify and fix issues.

[bookmark: TEXT_BOOK:_1._Marco_L._Napoli,_Beginning]TEXTBOOK:
1.MarcoL.Napoli,BeginningFlutter:AHands-onGuidetoAppDevelopment.
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B. Tech. III Year, I Sem.							

 Course Objectives
· To	provide students with a comprehensive overview of collecting, investigating, preserving, and presenting evidence of cybercrime left in digital storage devices, emails, browsers, mobile devices using different Forensics tools
· To understand file system basics and where hidden files may lie on the disk as well as how to extract the data and preserve it for analysis.
· Understand some of the tools of e-discovery.
· To understand the network analysis, Registry analysis and analyze attacks using different forensics tools

Course Outcomes
· Learn the importance of a systematic procedure for investigation of data found on digital storage media that might provide evidence of wrong-doing
· To Learn the file system storage mechanisms and retrieve files in hidden format
· Learn the use of computer forensics to tools used in data analysis.
· Learn how to find data that may be clear or hidden on a computer disk, find out the open ports for the attackers through network analysis, Registry analysis.

List of Experiments
1. Perform Browser history analysis and get the downloaded content, history, saved logins, searches, websites visited etc using Foxton Forensics tool, Dump zilla .
2. Perform data analysis ie. History about open  file and folder and view folder actions using Last view activity tool.
3. Perform File type detection using Autopsy tool
4. Perform Memory capture and analysis using the Live RAM capture dumpit forensic tool.
5. Perform the study of  steps for hiding and extract any text file behind an image file/ Audio file using Command Prompt.
6. How to Extract Exchangeable image file format (EXIF) Data from Image Files  using 
Exif reader Software.
            7.Perform Registry analysis and get boot time logging using process monitor rtool.
8.Perform Disk imaging and cloning the using the X-way Forensics tools.           
             9.Perform Network analysis using the Network Miner tool.
10.Perform information for incident response using the crowd Response tool

TEXTBOOKS:
1. Real Digital Forensics for HandheldDevices,E.P.Dorothy,AuerbackPublications,2013.
2. TheBasicsofDigitalForensics:ThePrimerforGettingStartedinDigitalForensics,J. Sammons, Syngress Publishing, 2012.

REFERENCEBOOKS:
1. HandbookofDigitalForensicsandInvestigation,E.Casey,AcademicPress,2010
2. Malware Forensics Field Guide for Windows Systems: Digital Forensics Field Guides, C. H. Malin, E. Casey and J. M. Aquilina, Syngress, 2012
3. Brett shabers, EricZimerman,X-waysforensicspractitionersguide
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Course Objectives:
· Explain the objectives of information security
· Explain the importance and application of each of confidentiality, integrity, authentication and availability
· Understand various cryptographic algorithms.

Course Outcomes:
· Understand basic cryptographic algorithms, message and web authentication and security issues.
· Identify information system requirements for both of the m such as client andserver.
· Understand the current legal issues towards information security.

List of Experiments:
1. Write a C program that contains a string (charpointer) with a value ‘Helloworld’. The program should XOR each character in this string with 0 and display the result.
2. Write a C program that contains a string (charpointer) with a value‘Helloworld’. The program should AND or and XOR each character in this string with 127 and display the result.
3. Write a Java program to perform encryption and decryption using the following algorithms
a. Ceaser cipher b. Substitution cipher c. Hill Cipher
4. Write a C/JAVA program to implement the DES algorithm logic.
5. Write a C/JAVA program to implement the Blow fish algorithm logic.
6. Write a C/JAVA program to implement the Rijndael algorithm logic.
7. Write the RC4 logic in Java Using Java cryptography; encrypt the text “Hello world” using Blowfish. Create your own key using Java key tool.
8. Write a Java program to implement the RSA algorithm.
9. Implement the Diffie-Hellman Key Exchange mechanism using HTML and JavaScript.
10. Calculate the message digest of a text using the SHA-1 algorithm in JAVA.
11. Calculate the message digest of a text using the MD5 algorithm in JAVA
 


TEXTBOOKS:
1. Cryptography and Network Security-Principles and Practice: William Stallings, Pearson Education, 6th Edition
2. Cryptography and Network Security:AtulKahate,McGrawHill,3rdEdition

REFERENCEBOOKS:
1. CryptographyandNetworkSecurity:CKShyamala,NHarini,DrTRPadmanabhan,Wiley India, 1st Edition.
2. CryptographyandNetworkSecurity:ForouzanMukhopadhyay,McGrawHill,3rdEdition
3. Information Security, Principles, and Practice:Mark Stamp, Wiley India.
4. Principles of Computer Security: WM. Arthur Conklin, Greg White, TMH
5. Introduction to Network Security: NealKrawetz, CENGAGE Learning
6. Network Security and Cryptography: Bernard Menezes,CENGAGELearning































[image: ]

R23B.Tech. CSE (CS) Syllabus      						AVNIET                                                                          

CS344: WEB PROGRAMMING LAB
	L
	T
	P
	C

	0
	0
	2
	1



B. Tech. III  Year I Sem.            						

Course Objectives

· Understand the importance of the web as a medium of communication.
· Understand the principles of creating an effective web page, including an in-depth consideration of information architecture.
· Develop skills in analyzing the usability of a web site.
· Learn the language of the web: HTML and CSS.
· Be able to embed social media content into web pages.
· Implement and understand how to interpret basic web analytics.
· Use JavaScript to access and use web services for dynamic content

Course Outcomes
· Use JavaScript and XHTML to create web pages with advanced interactivity
· Program basic functions in JavaScript and XHTML
· Use JavaScript to create functional forms
· Us JavaScript to control browser frames and windows
· Use cascading style sheets to design web pages
           
LIST OF EXPERIMENTS:
1. Develop and demonstrate a XHTML file that includes JavaScript script for the following problems:
A) Input: A number n obtained using prompt Output: The first n Fibonacci numbers
B) Input: A number n obtained using prompt
Output: A table of numbers from 1 to n and their squares using alert

2. a) Develop and demonstrate, using JavaScript script, a XHTML document that collects the USN ( the valid format is: A digit from 1 to 4 followed by two upper-case characters followed by two digits followed by two upper-case characters followed by three digits; no embedded spaces allowed) of the user. Event handler must be included for the form element that collects this information to validate the input. Messages in the alert windows must be produced when errors are detected.
b) Modify the above program to get the current semester also (restricted to be a number from 1 to 8)
3. a) Develop and demonstrate, using JavaScript script, a XHTML document that contains three short paragraphs of text, stacked on top of each other, with only enough of each showing so that the mouse cursor can be placed over some part of them. When the cursor is placed over the exposed part of any paragraph, it should rise to the top to become completely visible.
b) Modify the above document so that when a paragraph is moved from the top stacking position, it returns to its original position rather than to the bottom.

4. a) Design an XML document to store information about a student in an engineering college affiliated to VTU. The information must include 100 USN, Name, Name of the College, Brach, Year of Joining, and e-mail id. Make up sample data for 3 students. Create a CSS style sheet and use it to display the document.
b) Create an XSLT style sheet for one student element of the above document and use it to create a display of that element.

5. a) Write a Perl program to display various Server Information like Server Name, Server Software, Server protocol, CGI Revision etc.
b) Write a Perl program to accept UNIX command from a HTML form and to display the output of the command executed.

6. a) Write a Perl program to accept the User Name and display a greeting message randomly chosen from a list of 4 greeting messages.
b) Write a Perl program to keep track of the number of visitors visiting the web page and to display this count of visitors, with proper headings.

7. Write a Perl program to display a digital clock which displays the current time of the server.

8. Write a Perl program to insert name and age information entered by the user into a table created using MySQL and to display the current contents of this table.

9. Write a PHP program to store current date-time in a COOKIE and display the ‘Last visited on’ date-time on the web page upon reopening of the same page.

10. Write a PHP program to store page views count in SESSION, to increment the count on each refresh, and to show the count on web page.
      
11. Create a XHTML form with Name, Address Line 1, Address Line 2, and E-mail text fields. On submitting, store the values in MySQL table. Retrieve and display the data based on Name.

12. Build a Rails application to accept book information viz. Accession number, title, authors, edition and publisher from a web page and store the information in a database and to search for a book with the title specified by the user and to display the search results with proper headings.

           TEXT BOOKS:
1. Harvey Deitel, Abbey Deitel, Internet and World Wide Web: How To Program 5th Edition.
 2. Herbert Scheldt, Java - The Complete Reference, 7th Edition. Tata McGraw- Hill Edition.
 3. Michael Morrison XML Unleashed Tech media SAMS.

REFERENCE BOOKS:

1. John Pollock, JavaScript - A Beginners Guide, 3rd Edition –- Tata McGraw-Hill Edition.
 2. Keyur Shah, Gateway to Java Programmer Sun Certification, Tata McGraw Hill, 2002.
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