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Course Objectives:
The aim of the course is 
· To provide an understanding of the working knowledge of the techniques for estimation, design, testing and quality management of large software development projects.
· Topics include process models, software requirements, software design, software testing, software process/product metrics, risk management, quality management and UML diagrams.
Course Outcomes:
· Ability to translate end-user requirements into system and software requirements, using
e.g. UML, and structure the requirements in a Software Requirements Document (SRD).
· Identify and apply appropriate software architectures and patterns to carry out high level
design of a system and be able to critically compare alternative choices.
· Will have experience and/or awareness of testing problems and will be able to develop a
simple testing report.
UNIT - I
Introduction to Software Engineering: The evolving role of software, changing nature of software, software myths. A Generic view of process: Software engineering- a layered technology, a process frame work, the capability maturity model integration (CMMI).
Process models: The waterfall model, Spiral model and Agile methodology
UNIT - II
Software Requirements: Functional and non-functional requirements, user requirements, System requirements, interface specification, the software requirements document. Requirements engineering process: Feasibility studies, requirements elicitation and analysis, requirements validation, requirements management.
UNIT - III
Design Engineering: Design process and design quality, design concepts, the design model. Creating an architectural design: software architecture, data design, architectural styles and patterns, architectural design, conceptual model of UML, basic structural modeling, class diagrams, sequence diagrams, collaboration diagrams, use case diagrams, component diagrams.
UNIT - IV
Testing Strategies: A strategic approach to software testing, test strategies for conventional software, black-box and white-box testing, validation testing, system testing, the art of debugging. Metrics for Process and Products: Software measurement, metrics for software quality.

UNIT - V
Risk management: Reactive Vs proactive risk strategies, software risks, risk identification, risk projection, risk refinement, RMMM.
Quality Management: Quality concepts, software quality assurance, software reviews, formal technical reviews, statistical software quality assurance, software reliability, the ISO 9000 quality standards.

TEXT BOOKS:
1. Software Engineering, A practitioner’s Approach- Roger S. Pressman, 6th edition, McGraw Hill International Edition.
2. Software Engineering- Sommerville, 7th edition, Pearson Education.

REFERENCE BOOKS:
1. The unified modeling language user guide Grady Booch, James Rambaugh, Ivar Jacobson, Pearson Education.
2. Software Engineering, an Engineering approach- James F. Peters, Witold Pedrycz, John Wiley.
3. Software Engineering principles and practice- Waman S Jawadekar, The McGraw-Hill Companies.
4. Fundamentals of object-oriented design using UML Meiler page-Jones: Pearson Education.
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B.Tech. III Year, II Sem.                                                                      
Course Objectives:
· Understand fundamental concepts of cyber security, including information assurance, cryptography, network security, and Windows security principles.
· Explore attacker techniques, motivations, and exploitation methods, gaining insights into cyber threats and vulnerabilities.

Course Outcomes:

· Understand basic cryptographic techniques for securing information and analyze cyber threats using concepts such as proxies, tunneling, and fraud techniques.
· Develop skills in identifying and exploiting vulnerabilities, including shell code; buffer overflows, SQL injection, and web exploit tools.
· Demonstrate knowledge of malicious code, its types (worms, viruses), and countermeasures against evasion, privilege escalation, and information theft.
· Analyze defense and analysis techniques, including memory forensics, honey pots, and intrusion detection systems, for proactive cyber security measures.

UNIT- I

Cyber Security Fundamentals: Network and Security Concepts- Information Assurance
Fundamentals, Basic Cryptography, Symmetric Encryption, Public Key Encryption, The Domain Name System (DNS), Firewalls, Virtualization, Radio-Frequency Identification.

UNIT- II
Attacker Techniques and Motivations: How Hackers Cover Their Tracks (Antiforensics) How and Why Attackers Use Proxies, Tunneling Techniques, Fraud Techniques, Threat Infrastructure.

UNIT- III
Exploitation: Techniques to Gain a Foothold, Misdirection- Shell code, Integer Overflow Vulnerabilities, Stack-Based Buffer Overflows, SQL Injection, Web Exploit Tools, Brute Force and Dictionary Attacks, Reconnaissance and Disruption Methods- Cross-Site Scripting (XSS), Social Engineering, WarXing, DNS Amplification Attacks


UNIT- IV
Malicious Code: Self-Replicating Malicious Code- Worms, Viruses. Evading Detection and Elevating Privileges- Rootkits , Spyware, Attacks against Privileged User Accounts and Escalation of Privileges, Token Kidnapping, Stealing Information and Exploitation- Form Grabbing, Man-in-the-Middle Attacks, DLL Injection, 

UNIT- V
Defense and Analysis Techniques: Memory Forensics, Honeypots, Malicious Code Naming, Automated Malicious Code Analysis Systems, Intrusion Detection Systems.

TEXT BOOK:
1. James Graham, Richard Howard, Ryan Olson, “Cyber Security Essentials”, CRC Press, Taylor & Francis Group, 2011.

REFERENCE BOOK:
1. Mayank Bhusan, Rajkumar Singh Rathore, Aatif Jamshed, “Fundamental of Cyber Security(Principles, Theory and Practices) BPB Publications 2018.
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B.Tech. III Year, II Sem.                                                                      
.
Course Objectives:
· To demonstrate their understanding of the fundamentals of Android operating systems.
· To improves their skills of using Android software development tools.
· To demonstrate their ability to develop software with reasonable complexity on mobile platform.
· To demonstrate their ability to deploy software to mobile devices.
· To demonstrate their ability to debug programs running on mobile devices.
Course Outcomes:
· Student understands the working of Android OS Practically.
· Student will be able to develop Android user interfaces.
· Student will be able to develop, deploy and maintain the Android Applications.

UNIT - I
Introduction to Android Operating System: Android OS design and Features – Android development framework, SDK features, Installing and running applications on Android Studio, Creating AVDs, Types of Android applications, Best practices in Android programming, Android tools Android application components – Android Manifest file, Externalizing resources like values, themes, layouts, Menus etc, Android Application Lifecycle – Activities, Activity lifecycle, activity states, monitoring state changes

UNIT - II
Android User Interface: Measurements – Device and pixel density independent measuring UNIT – s Layouts – Linear, Relative, Grid and Table Layouts
User Interface (UI) Components – Editable and non-editable TextViews, Buttons, Radio and Toggle Buttons, Checkboxes, Spinners, Dialog and pickers.

UNIT - III
Intents and Broadcasts: Intent – Using intents to launch Activities, Explicitly starting new Activity, Implicit Intents, Passing data to Intents, Getting results from Activities, Native Actions, using Intent to dial a number or to send SMS. Broadcast Receivers – Using Intent filters to service implicit Intents, Resolving Intent filters, finding and using Intents received within an Activity. Notifications – Creating and Displaying notifications, Displaying Toasts.
UNIT - IV
Persistent Storage: Files – Using application specific folders and files, creating files, reading data from files, listing contents of a directory Shared Preferences – Creating shared preferences, saving and retrieving data using Shared Preference

UNIT - V
Database – Introduction to SQLite database, creating and opening a database, creating tables, inserting retrieving and etindelg data, Registering Content Providers, Using content Providers (insert, delete, retrieve and update)

TEXT BOOKS:
1. Professional Android 4 Application Development, Reto Meier, Wiley India, (Wrox), 2012.
2. Android Application Development for Java Programmers, James C Sheusi, Cengage Learning,2013.

REFERENCE BOOK:
1. Beginning Android 4 Application Development, Wei-Meng Lee, Wiley India (Wrox), 2013.
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B.Tech. III Year, II Sem

Course Objectives:
• To provide an insight into Distributed systems.
• To introduce concepts related to Peer to Peer Systems, Transactions and Concurrency control, Security and Distributed shared memory

Course Outcomes:
• Understand Transaction sand Concurrency control.
• Understand distributed shared memory.
• Design a protocol for a given distributed application.

UNIT-I
Characterization of Distributed Systems: Examples of Distributed systems, Resource sharing and web, challenges.
System models: Architectural and Fundamental models, Networking and Internetworking, Inter process Communication
Distributed objects and Remote Invocation: Communication between distributed objects, RPC, Events and notifications, Case study-Java RMI.

UNIT- II
Operating System Support- OS layer, Protection, Processes and Threads, Communication and Invocation, Operating system architecture. Distributed File Systems- Introduction, File Service architecture.

UNIT- III
Peer to Peer Systems–Napster and its legacy, PeertoPee middleware Time and Global States-Introduction, Clocks, events and Process states, Synchronizing physical clocks, logical time and logical clocks, global states, distributed debugging.
Coordination and Agreement- Distributed mutual exclusion, Elections, Multicast communication, consensus and related problems.

UNIT-IV
Transactions and Concurrency Control- Introduction, Transactions, Nested Transactions, Locks, and Optimistic concurrency control, Timestamp ordering.
Distributed Transactions-Introduction, Flat and Nested Distributed Transactions, Atomic commit protocols, Concurrency control in distributed transactions, Distributed deadlocks: Transaction recovery.

UNIT-V
Replication: Introduction, System model and group communication, Fault to lerant services, Transactions with replicated data.
Distributed shared memory: Design and Implementation issues, Consistency models.

TEXTBOOKS:
1 .Distributed Systems Concepts and Design, G Coulouris, J Dollimore and T Kindberg, Fourth Edition, Pearson Education.
2. Distributed Systems,S.Ghosh, Chapman&Hall/CRC,Taylor&FrancisGroup,2010.

REFERENCEBOOKS:
1.DistributedSystems–PrinciplesandParadigms,A.S.TanenbaumandM.V.Steen,Pearson Education.
Distributed Computing,Principles ,Algorithmsand Systems,AjayD.Kshemakalyaniand Mukesh Singhal, Cambridge, rp 2010
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B.Tech. III Year, II Sem

Course Objectives:
•    To explore the fundamental concepts of data analytics.
•   To learn the principles and methods of statistic analysis Discover interesting patterns, analyze supervised and unsupervised models and estimate the accuracy of the algorithms.
•    To understand the various search methods and visualization techniques.

Course Outcomes: 
After completion of this course students will be able to
· Understand the impact of data analytics for business decisions and strategy
· Carryout data analysis/statistical analysis
· To carryout standard data visualization and forma inference procedures Design Data Architecture 
· Understand various Data Sources

UNIT-I
Data Management: Design Data Architecture and manage the data for analysis, understand various  sources of Data like Sensors/Signals/GPSetc. Data Management, Data Quality (noise, outliers,missing values, duplicate data) and Data Processing & Processing.
  
UNIT-II
Data Analytics:  Introduction to Analytics, Introduction to Tools and Environment, Application of Modeling in Business, Databases &Types of Data and Variables, Data Modeling Techniques, Missing Imputation set .Need for Business Modeling.

UNIT-III
Regression–   Concepts,  Blue property  assumptions ,Least Square  Estimation ,Variable Rationalization ,and Model Buildingetc.
LogisticRegression: ModelTheory,  Modelfit Statistics, Mode Construction ,Analytics applications to various Business Domains etc.

UNIT-IV
Object Segmentation: Regression Vs Segmentation– Supervised and Unsupervised Learning, Tree Building–Regression, Classification, Over fitting, Pruning and Complexity, Multiple Decision Trees etc. TimeSeriesMethods: Arima,Measures ofForecastAccuracy, STL approach, Extract features from generated model as Height ,Average Energy etc and Analyze for prediction


UNIT-V
Data Visualization: Pixel-Oriented Visualization Techniques, Geometric Projection Visualization Techniques, Icon-Based Visualization Techniques, Hierarchical Visualization Techniques, Visualizing Complex Data and Relations.

TEXTBOOKS:
1.   Student’s Handbook for Associate Analytics–II,III.
2.   Data Mining Concepts and Techniques, Han, Kamber, 3rd  Edition, Morgan Kaufmann
Publishers.

REFERENCEBOOKS:
1.   Introduction to Data Mining, Tan,Steinbachand Kumar,AddisionWisley,2006.
2.   Data Mining Analysis and Concepts, M.ZakiandW.Meira
3.Mining of Massive Datasets, JureLeskovec StanfordUniv.AnandRajaramanMilliwayLabsJeffreyDUllmanStanfordUniv.































[image: C:\Users\admin\AppData\Local\Temp\ksohtml9036\wps2.png]

R23B.Tech. CSE (CS) Syllabus      							AVNIET

CS328: Computer Graphics (Professional Elective–II)

	L
	T
	P
	C

	3
	0
	0
	3


      B.Tech. III Year II Sem.     	

Course Objectives
0. ProvidethebasicsofgraphicssystemsincludingPointsandlines,linedrawingalgorithms,2D, 3D objective transformations
Course Outcomes
0. Explore applications of computer graphics
0. Understand 2D,3D geometric transformations and clipping algorithms
0. Understand3Dobjectrepresentations,curves,surfaces,polygonrenderingmethods,color models
0. Analyze animation sequence and visible surfaced etection methods
UNIT-I
Introduction: Application areas of Computer Graphics, overview of graphics  systems, video-display devices, raster-scan systems, random-scan systems, graphics monitors and work stations and input devices
Output primitives: Points and lines, line drawing algorithms (DDA and Bresenham’s Algorithm) circle- generating algorithms and ellipse - generating algorithms
Polygon Filling: Scan-line algorithm, boundary-fill and flood-fill algorithms
UNIT- II
2-D geometric transformations: Translation, scaling, rotation, reflection and shear transformations, matrix representations and homogeneous coordinates, composite transforms transformations between coordinate systems
2-Dviewing: The viewing pipeline, viewing coordinate reference frame, window oview-port coordinate transformation, viewing functions, clipping operations, point clipping, Line clipping-Cohen Sutherland algorithms, Polygon clipping-Sutherland Hodgeman polygon clipping algorithm.
UNIT- III
3Dobjectrepresentation:Polygonsurfaces,quadricsurfaces,splinerepresentation,Hermitecurve, Bezier curve and B-Spline curves, Bezier and B-Spline surfaces, Polygon rendering methods, color models and color applications. 
UNIT-IV
3-DGeometric transformations: Translation, rotation, scaling, reflection and shear transformations, composite transformations.
3-D viewing: Viewing pipeline, viewing coordinates, projections, view volume and general projection transforms and clipping.
UNIT-V
Computer animation: Design of animation sequence, general computer animation functions, raster animations, computer animation languages, key frame systems, motion specifications.
Visible surface detection methods: Classification, back-face detection, depth-buffer method, BSP- tree method, area sub-division method and octree method.

TEXTBOOKS:
1. “Computer Graphics Cversion”, Donald Hearn and M.Pauline Baker, Pearson Education
REFERENCEBOOKS:
1. ProceduralelementsforComputerGraphics,DavidFRogers,TataMcGrawhill,2ndedition.
1. PrinciplesofInteractiveComputerGraphics”,NeumanandSproul,TMH.
1. PrinciplesofComputerGraphics,ShaliniGovil,Pai,2005,Springer.
1. “Computer Graphics Principles & practice”, second edition in C, Foley, Van Dam, Feiner and Hughes, Pearson Education.
1. ComputerGraphics,StevenHarrington,TMH.
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B.Tech.  III Year, II Sem.                                                                      

Course Objectives: 
· The aim of the course is to introduce the methodologies and framework of ethical hacking for enhancing security. 
· The course includes-Impacts of Hacking; Types of Hackers; Information Security Models;
· Information Security Program; Business Perspective; Planning a Controlled Attack; Framework of Steps (Reconnaissance, Enumeration, Vulnerability Analysis, Exploitation, Deliverable and Integration).  
Course Outcomes: 
· Gain the knowledge of the use and availability of tools to support an ethical hack 
· Gain the knowledge of interpreting the results of a controlled attack 
· Understand the role of politics, inherent and imposed limitations and metrics for planning of a test 
· Comprehend the dangers associated with penetration testing  
UNIT- I 
Introduction: Hacking Impacts, The Hacker Framework: Planning the test, Sound Operations, Reconnaissance, Enumeration, Vulnerability Analysis, Exploitation, Final Analysis, Deliverable, and Integration.
Information Security Models: Computer Security, Network Security, Service Security, Application Security, Security Architecture.
Information Security Program: The Process of Information Security, Component Parts of Information Security Program, Risk Analysis and Ethical Hacking.

UNIT - II 
The Business Perspective: Business Objectives, Security Policy, Previous Test Results, Business Challenges Planning for a Controlled Attack: Inherent Limitations, Imposed Limitations, timing is Everything, Attack Type, Source Point, Required Knowledge, Multi-Phased Attacks, Teaming and Attack Structure, Engagement Planner, The Right Security Consultant, The Tester, Logistics, Intermediates, Law Enforcement.


UNIT - III 
Preparing for a Hack: Technical Preparation, Managing the Engagement Reconnaissance: Social Engineering, Physical Security, Internet Reconnaissance.

UNIT - IV 
Enumeration: Enumeration Techniques, Soft Objective, Looking Around or Attack, Elements of Enumeration, Preparing for the Next Phase .Exploitation: Intuitive Testing, Evasion, Threads and Groups, Operating Systems, Password Crackers, RootKits, applications, Wardialing, Network, Services and Areas of Concern  

UNIT - V 
Deliverable: The Deliverable, The Document, Overall Structure, Aligning Findings, Presentation Integration: Integrating the Results, Integration Summary, Mitigation, Defense Planning, Incident Management, Security Policy, Conclusion. 

TEXT BOOK: 
1. James S. Tiller, “The Ethical Hack: A Framework for Business Value Penetration Testing”, Auerbach Publications, CRC Press.

REFERENCE BOOKS: 
1. EC-Council, “Ethical Hacking and Countermeasures Attack Phases”, Cengage Learning. 
2. Michael Simpson, Kent Backman, James Corley, “Hands-On Ethical Hacking and Network Defense”, Cengage Learning.
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CS339: Digital Watermarking And Steganography
(Professional Elective–II)

B.Tech. III Year, II Sem.

Course Objectives: 
· To learn about the watermarking models and message coding
· To learn about watermark security and authentication. 
· To learn about steganography Perceptual models 
 Course Outcomes: 
· Know the History and importance of watermarking and steganography. 
· Analyze Applications and properties of watermarking and steganography. 
· Demonstrate Models and algorithms of watermarking. 
· Possess the passion for acquiring knowledge and skill in preserving authentication of Information. 
· Identify the theoretic foundations of steganography and steganalysis. 
UNIT - I 
Introduction: Information Hiding, Steganography and Watermarking, History of watermarking, Importance of digital watermarking, Applications and Properties, Evaluating watermarking systems. Watermarking models & message coding, Notation, Communications, Communication-based models, Geometric models, Mapping messages into message vectors, Error correction coding, Detecting multi symbol watermarks. 

 UNIT - II 
Watermarking with side information &analyzing errors: Informed Embedding, Informed Coding – Structured dirty-paper codes, Message errors, False positive errors, False negative errors, ROC curves – Effect of whitening on error rates.   

UNIT - III 
Perceptual models: Evaluating perceptual impact, General form of a perceptual model, Examples of perceptual models, Robust watermarking approaches, Redundant Embedding, Spread Spectrum Coding, and Embedding in Perceptually significant coefficients.  

 UNIT - IV 
Watermark security & authentication: Security requirements, Watermark security and cryptography, Attacks, Exact authentication, Selective authentication, Localization, Restoration.   

UNIT - V 
Steganography: Steganography communication, Notation and terminology, Information, theoretic foundations of steganography, Practical steganographic methods, minimizing the embedding impact, Steganalysis.   

TEXT BOOKS: 
1. Digital Watermarking and Steganography, Ingemar J. Cox, Matthew L. Miller, Jeffrey A. Bloom, Jessica Fridrich, Ton Kalker, Morgan Kaufmann Publishers, New York, 2008.  

REFERENCE BOOKS: 
1. Techniques and Applications of Digital Watermarking and Contest Protection, Michael Arnold, Martin Schmucker, Stephen D. Wolthusen, Artech House, London, 2003. 
2. Digital Watermarking for Digital Media, Juergen Seits, IDEA Group Publisher, New York, 2005. 
3. Disappearing Cryptography – Information Hiding: Steganography & Watermarking, PeterWayner, Morgan Kaufmann Publishers, New York, 2002.
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      B.Tech. III Year II Sem.     

1. Introduction
The introduction of the Advanced English Communication Skills Lab is considered essentialatthe B.Tech3rdyearlevel.Atthisstage,thestudentsneedtopreparethemselvesfortheircareerwhichmay require them to listen to, read, speak and write in English both for their professional and interpersonal communication in the globalised context.
TheproposedcourseshouldbealaboratorycoursetoenablestudentstouseappropriateEnglishand perform the following:
0. Gatheringideasandinformationtoorganiseideasrelevantlyandcoherently.
0. Making oral presentations.
0. Writing formal letters.
0. Transferring information from non-verbal to verbal texts and vice-versa.
0. Writing project/research reports/technical reports.
0. Participating in group discussions.
0. Engaging in debates.
0. Facing interviews.
0. Taking part in social and professional communication.

1. Objectives:
This Lab focuses on using multi- media instruction for language development to meet the following targets:
· To improve the students ‘fluency in English, with a focus on vocabulary
· To enable them to listen to English spoken at normal conversational speed by educated English speakers
· To respond appropriately in different socio- cultural and professional contexts
· To communicate the ideas relevantly and coherently in writing
· To prepare the students for placements.

1. Syllabus:
The following course content to conduct the activities is prescribed for the Advanced English Communication Skills (AECS) Lab:
1. Activities on Listening and Reading Comprehension: Active Listening – Development of ListeningSkillsThroughAudioclips-BenefitsofReading–MethodsandTechniquesofReading –BasicStepstoEffectiveReading–CommonObstacles–DiscourseMarkersorLinkers-Sub- skills of reading - Reading for facts, negative facts and Specific Details- Guessing Meanings from Context,InferringMeaning-CriticalReading––ReadingComprehension–ExercisesforPractice.
1. ActivitiesonWritingSkills:Vocabulary for Competitive Examinations-Planning for Writing– Improving Writing Skills - Structure and presentation of different types of writing – Free Writing and StructuredWriting-LetterWriting–WritingaLetterofApplication–Resumevs . CurriculumVitae 
–WritingaRésumé–StylesofRésumé-e-Correspondence–Emails–BlogWriting-(N)etiquette
–ReportWriting–ImportanceofReports–TypesandFormatsofReports–TechnicalReport Writing–Exercises for Practice.
1. Activities on Presentation Skills- Starting a conversation –responding appropriately and relevantly – using the right language and body language – Role Play in different situations including SeekingClarification,MakingaRequest,AskingforandRefusingPermission,Participatingina SmallTalk–Oralpresentations(individualandgroup)throughJAMsessions-PPTs–Importance ofPresentationSkills–Planning,Preparing,RehearsingandMakingaPresentation–Dealingwith 
Glosso phobia or Stage Fear –Understanding Nuances of Delivery - Presentations through Posters/Projects/Reports–ChecklistforMakingaPresentationandRubricsofEvaluation
1. Activities on Group Discussion(GD):Types of GD and GD as a part of a Selection Procedure- Dynamics of Group Discussion- Myths of GD - Intervention, Summarizing - Modulation of Voice, Body Language, Relevance, Fluency and Organization of Ideas –Do’s and Don’ts-GD Strategies – Exercises for Practice.
1. Interview Skills: Concept and Process - Interview Preparation Techniques - Types of Interview Questions – Pre-interview Planning, Opening Strategies, and Answering Strategies - Interview Through Tele-conference & Video-conference - Mock Interviews.

1. Minimum Requirement:
1. The Advanced English Communication Skills (AECS) Laboratory shall have the following infrastructural facilities to accommodate at least 35 students in the lab:
1. Spacious room with appropriate acoustics
1. Round Tables with movable chairs
1. Audio-visual aids
1. LCD Projector
1. Public Address system
1. One PC with latest configuration for the teacher
1. T. V, a digital stereo & Camcorder Headphones of High quality
1. Suggested Software: The software consisting of the prescribed topics elaborated above should be procured and used.
1. TOEFL & GRE (KAPLAN, AARCO & BARRONS, USA, Cracking GRE by CLIFFS)
1. Oxford Advanced Learner’s Dictionary, 10th Edition
1. Cambridge Advanced Learner’s Dictionary
1. DELTA’s key to the Next Generation TOEFL Test: Advanced Skill Practice.
1. Lingua TOEFL CBT Insider, by Dreamtech Books Recommended:
1. Rizvi, M. Ashraf (2018). Effective Technical Communication. (2nd ed.). McGraw Hill Education (India) Pvt. Ltd.
1. Suresh Kumar, E. (2015). Engineering English. Orient BlackSwan Pvt. Ltd.
1. Bailey, Stephen. (2018). Academic Writing: A Handbook for International Students. (5th Edition). Routledge.
1. Koneru, Aruna. (2016). Professional Communication. McGraw Hill Education (India) Pvt. Ltd.
1. Raman, Meenakshi & Sharma, Sangeeta. (2022). Technical Communication, Principles and Practice. (4TH Edition) Oxford University Press.
1. Anderson, Paul V. (2007). Technical Communication. Cengage Learning Pvt. Ltd. New Delhi.
1. McCarthy, Michael; O’Dell, Felicity & Redman, Stuart. (2017). English Vocabulary in Use Series. Cambridge University Press
1. Sen, Leela. (2009). Communication Skills. PHI Learning Pvt Ltd., New Delhi.
1. Elbow, Peter. (1998	). Writing with Power. Oxford University Press.
1. Goleman, Daniel. (2013). Emotional Intelligence: Why it can matter more than IQ. Bloomsbury Publishing.
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CS413:Essentials of Cyber Security Lab
B.Tech. III Year, II Sem.                                                                      
Course Objectives:
· Understanding Cyber security Principles and Techniques
· Application of Security Tools and Methods
Course Outcomes:
· Practical Skills in Cyber security Tools and Techniques
· Analytical and Problem-Solving Abilities
Lab Experiments
1. Implement and test simple symmetric encryption algorithms like AES and DES.
2. Implement RSA encryption to demonstrate the concept of public and private keys.
3. Set up and configure a basic firewall using tools like iptables on Linux.
4. Demonstrate DNS spoofing and DNS cache poisoning attacks.
5. Set up a proxy server and demonstrate how attackers can use proxies to hide their tracks.
6. Demonstrate basic antiforensics techniques like
                     i. Deleting logs ii. Using steganography tools.
7. Perform SQL injection on a test website and then implement measures to prevent it.
8. Create a simple application vulnerable to buffer overflow and demonstrate how to exploit it.
9. Implement an XSS attack on a test web application and demonstrate ways to mitigate such attacks.
10. Analyze a simple computer virus in a controlled environment and discuss detection and prevention strategies.
11. Investigate the functioning of a rootkit and demonstrate techniques to detect it.
12. Set up a basic IDS like Snort and test its effectiveness in detecting different types of attacks.

TEXT BOOK:
1. James Graham, Richard Howard, Ryan Olson, “Cyber Security Essentials”, CRC Press, Taylor & Francis Group, 2011.

REFERENCE BOOKS:
1. Mayank Bhusan, Rajkumar Singh Rathore, Aatif Jamshed, “Fundamental Of Cyber Security(Principles, Theory and Practices) BPB Publications 2018
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B.Tech.  III Year, II Sem.                                                                      
Course Objectives:
1. To learn how to develop Applications in android environment.
2. To learn how to develop user interface applications.
3. To learn how to develop URL related applications.
Course Outcomes:
1. Students understand the working of Android OS Practically.
2. Students will be able to develop user interfaces.
3. Students will be able to develop, deploy and maintain the Android Applications.

List of Experiments:
1. A) Create an Android application that shows Hello + name of the user and run it on an emulator.
B) Create an application that takes the name from a text box and shows hello message along with the name entered in text box, when the user clicks the OK button.
2. Create a screen that has input boxes for User Name, Password, Address, Gender (radio buttons for male and female), Age (numeric), Date of Birth (Date Picket), State (Spinner) and a Submit button. On clicking the submit button, print all the data below the Submit Button. Use (a) Linear Layout (b) Relative Layout and (c) Grid Layout or Table Layout.
3. Develop an application that shows names as a list and on selecting a name it should show the details of the candidate on the next screen with a “Back” button. If the screen is rotated to landscape mode (width greater than height), then the screen should show list on left fragment and details on right fragment instead of second screen with back button. Use Fragment transactions and Rotation event listener.
4. Develop an application that uses a menu with 3 options for dialing a number, opening a website and to send an SMS. On selecting an option, the appropriate action should be invoked using intents.
5. Develop an application that inserts some notifications into Notification area and whenever a notification is inserted, it should show a toast with details of the notification.
6. Create an application that uses a text file to store user names and passwords (tab separated fields and one record per line). When the user submits a login name and password through a screen, the details should be verified with the text file data and if they match, show a dialog saying that login is successful. Otherwise, show the dialog with Login Failed message.
7. Create a user registration application that stores the user details in a database table.
8. Create a database and a user table where the details of login names and passwords are stored.Insert some names and passwords initially. Now the login details entered by the user should be verified with the database and an appropriate dialog should be shown to the user.
9. Create an admin application for the user table, which shows all records as a list and the admin can select any record for edit or modify. The results should be reflected in the table.
10. Develop an application that shows all contacts of the phone along with details like name, phone number, mobile number etc.
11. Create an application that saves user information like name, age, gender etc. in shared preference and retrieves them when the program restarts.
12. Create an alarm that rings every Sunday at 8:00 AM. Modify it to use a time picker to set alarm time.

TEXT BOOKS:
1. Professional Android 4 Application Development, Reto Meier, Wiley India, (Wrox), 2012.
2. Android Application Development for Java Programmers, James C Sheusi, Cengage Learning,2013.

REFERENCE BOOK:
1. Beginning Android 4 Application Development, Wei-Meng Lee, Wiley India (Wrox), 2013.
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Course Objectives:
· Significance of intellectual property and its protection
· Introduce various forms of intellectual property
Course Outcomes:
· Distinguish and explain various forms of IPRs.
· Identify criteria to fit one's own intellectual work in particular form of IPRs.
· Apply statutory provisions to protect particular form of IPRs.
· Appraise new developments in IPR laws at national and international level
UNIT–I
Introduction to Intellectual property: Introduction, types of intellectual property, international organizations, agencies and treaties, importance of intellectual property rights.
UNIT–II
Trade Marks: Purpose and function of trademarks, acquisition of trade mark  rights, protectable matter, selecting, and evaluating trade mark, trade mark registration processes.
UNIT–III
Law of copy rights: Fundamental of copy right law, originality of material, rights of reproduction, rights to perform the work publicly, copyright ownership issues, copyright registration, and notice of copyright, International copyright law.
Law of patents: Foundation of patent law, patent searching process, owner ship rights and transfer.
UNIT–IV
Trade Secrets: Trade secret law, determination of trade secret status, liability form is appropriations of trade secrets, protection for submission, trade secret litigation.
Unfair competition: Misappropriation right of publicity, false advertising.
UNIT–V
New development of intellectual property: new developments in trade mark law; copyright law, patent law, intellectual property audits.
International overview on intellectual property, international – trade mark law, copyright law, international patent law, and international development tin trade secrets law.

TEXT BOOK:
1. Intellectual property right, Deborah. E.Bouchoux, Cengage learning.
REFERENCE BOOK:
1. Intellectual property right–Unleashing the knowledge economy, prabuddh aganguli, Tata McGraw Hil lPublishing companyltd.
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